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INTRODUCTION

Purpose

The Cultural Facilities Corporation (CFC) is committed to the effective and efficient
identification, treatment and monitoring of risks to the organisation. Oversight of risk
management processes are undertaken by the CFC Board, CFC Audit Committee, and the
Senior Management team.

The CFC aims to pursue an effective risk management philosophy and culture through a
governance framework with a fully integrated Risk Management Plan (the Plan).

The objectives of this Plan are to:

» provide a detailed guide to support the effective implementation of the CFC Risk
Management Framework and Policy;

« outline the risk management process to be followed by the CFC;

« minimise the CFC’s exposure to significant risks through the identification; assessment,
management, monitoring, review and reporting of risk; and

« enhance the CFC's ability to capitalise on opportunities through minimising risk and
improving overall performance.

Robust risk management practice outlined and supported by this plan will enable:

« consistent, confident and accountable planning and decision-making;

« confident operations and business activities providing certainty in expected outcomes;

« identifying and taking opportunities to improve performance as well as acting to avoid or
reduce the chances of something going wrong;

« the anticipation or prediction of future occurrences, recognising external factors that
may impact the organisation;

« excellence in management, encouraging innovation that includes responsible risk taking;

« forward thinking and active approaches to management rather than reactive
management;

« effective allocation and use of resources;

« sound incident management and reduction in the cost of risk, including insurance and
worker’s compensation premiums;

« sound stakeholder confidence and trust;

« aclear understanding by all staff of their roles, responsibilities and authorities for
managing risk;

« compliance with relevant legislation;

« good corporate governance;

« the development of a more risk-aware organisational culture through enhanced
communication, skills development, and reporting of risk; and

e an appropriate balance to be realised between the cost of managing risk and the
anticipated benefits.



Scope

The Plan establishes the processes for risk management in CFC. It seeks to minimise
exposure to significant risks through the identification, assessment and management of risk,
as well as to enhance the ability to capitalise on opportunities through minimising risk and
improving overall performance.

The risk management process is designed to ensure that risk management decisions are
based on a robust approach, assessments are conducted in a consistent manner, and a
common language is used and understood across the CFC.

This Plan is consistent with the AS ISO 31000:2018 Risk Management — Principles and
Guidelines standard (“the Standard”). Territory entities must ensure that they comply with
this Standard.

Tools

The CFC has several documents and tools for conducting risk assessments and the ongoing
management of risk.
Table 1 - Risk Management Tools supporting the risk assessment process

(Tool  Description .00
Risk Register The Risk Register enables staff to document, manage, monitor, review and
Template update strategic and operational risk information.

For each risk, the following will be captured:

e therisk category

e adescription of the risk event

e the cause or source of the risk

e the nature and extent of the expected consequences associated with the
risk

e the likelihood of the expected consequences

e the name(s)/position(s) of the risk owner(s)

e the existing controls being relied upon

e the name(s)/position(s) of the control owner(s)

e the control effectiveness (CE)

e therisk rating

Risk Treatment Information from the risk management process is recorded, reported and
Action Plans monitored using the Risk Register.
A Risk Treatment Action Plan will be prepared for all ‘high’” and ‘extreme’
rated risks.

Risk Treatment Action Plans will contain:
e the tasks to be completed and the risks they address
e the name/position of the task owners who have responsibility for
implementation of treatment tasks
e the timetable for implementation or next review date for the treatment
_________________________________________________________ implementation process.
Shared Drive Access to policy, guidelines and template documents through the
G:CFC/Staff share drive.




Training Ongoing training and development for relevant team staff to ensure that the
team is equipped with sound risk management knowledge and skills base.
Contact the CFC HR Manager, for further information or to book relevant
training.

Reporting Refer to Reporting section following for details.

Risk reports draw information from the risk registers and allows
management to monitor and review risks in alignment with the strategic
plan, operational plans, programs of change and other cascading plans.

RISK MANAGEMENT PROCESS

Risk management is a repetitive process of continuous improvement that is best integrated
into existing practices and business processes. To be effective, robust risk management
practice should become embedded into the organisational culture of CFC and risks should
be managed according to the CFC Risk Management Framework and Policy and ‘The
Standard’ upon which this document has been built.

The elements of the risk management procedures and practices require the following key
processes:

communication and consultation;

establishing the context;

risk assessment (including identification, analysis and evaluation);
risk treatment; and

monitoring and review.

uhwWwnN e

Diagram 1 — The risk management process as set out in the AS 1ISO 31000:2018 risk
management standard
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RISK ASSESSMENT — DEVELOPING RISK REGISTERS
1. Communication and Consultation

Effective communication, consultation, engagement and education in risk management are
necessary to achieve successful integration of the risk management process in CFC to
achieve the overall objectives of the Agency.

To ensure that this is achieved it is important that everyone affected by or likely to influence
the subject of a risk assessment is included in the process. From the earliest opportunity,
two-way communications with all stakeholders (internal and external) will ensure the most
effective outcomes and support the risk management process.

The purpose of communication and consultation is to ensure that:

e the context is appropriately defined;

e staff are involved and therefore understand the basis for decisions and actions required;
e stakeholder perceptions of risk have been addressed; and

e lessons learnt are shared and transferred to those who can benefit from them.

This step should be repeated throughout the risk management process.

2. Establishing the Context

The process of establishing the context defines the basic parameters for managing risks and
sets the scope for the application of the risk management process. It is an important step
that if overlooked or trivialised may result in an ineffectual risk assessment. Establishing
the context is the process of:

e Articulating and defining both the internal and external factors influencing the ability to
achieve objectives;
o External factors - social and cultural, political, legal, regulatory, financial,
technological, economic, natural, and competitive environment
o Internal factors — governance, organisational structure, policies, strategies,
available resources, information systems, decision-making processes.

e Determining the boundaries within which the risk management framework operates
(consider goals and objectives, methodologies, relationships/dependencies with projects,
processes and resources).

e Defining risk criteria to ensure risks are assessed in a consistent manner. ACT
Government and accordingly CFC has established its risk criteria and they are contained
in Attachment A ACT Government Risk Assessment Matrix.

Thorough consideration of the risk management context will help to ensure that,
opportunities to achieve organisational objectives are exploited and innovative solutions to
address identified risks are not overlooked.



3. Risk Assessment

The risk assessment component of the risk management process has three key components
— identification, analysis and evaluation of risks.

3.1 Risk assessment - Step 1.  Risk Identification

Risk identification is the “process of finding, recognising and describing risks" It is important
that all the risks which relate to your activity are identified. As stated in the Standard,
“comprehensive identification is critical, because a risk that is not identified at this stage will
not be included in further analysis.”

Risk identification generates a comprehensive list of threats and opportunities based on
those events that might enhance, prevent, degrade, accelerate or delay the achievement of
objectives. The results of the identification process are recorded as the risk description and
include the risk event, its sources and causes and the potential consequences.

Risk descriptions should aim to be structured and systematic in that, sources/causes and
consequences are easily aligned to identify potential gaps in processes. (This also should be
a key consideration when articulating controls.)

3.2 Risk assessment - Step 2.  Risk Analysis
Risk Analysis is the “process to comprehend the nature of risks and to determine the level of
risk. Risk Analysis provides the basis for risk evaluation and decisions about risk treatment.?”

The analysis of risk generally involves consideration of the risk event, the range of causes
and sources of the risk, the current controls, the effectiveness of the current controls (do
the controls have the intended modifying effect), the “consequence” to the organisation
and the “likelihood” of it happening. The level of risk arrived at is referred to as the
‘inherent risk rating’ or the current risk rating.

Likelihood Consequence
Insignificant Minor Moderate Catastrophic
Almost Medium High High
Certain
Likely Medium Medium High
Possible Low Medium Medium
Unlikely Low Medium Medium High
Rare Low Low Medium Medium High

3.3 Risk assessment - Step 3.

11SO Guide 73:2009
2SO Guide 73:2009

Risk Evaluation
Risk evaluation compares the risk analysis with the risk criteria to determine whether the
risk is acceptable or tolerable. Risk evaluation determines if controlled risks need further
treatment and identifies priority order in which individual risks should be treated.




4. Risk Treatment

Treatment of risk involves selecting one or more options for modifying the risk or managing
the risk to a status acceptable within the Agencies risk tolerance. This will generally include
developing and implementing specific strategies and action plans for increasing potential
benefits and improving outcomes to better manage the risk. To improve the management
of controls and treatments the use of SMART methodologies is recommended. It should be
noted that not all treatments can have it applied.

e Specific (simple, sensible, significant).

e Measurable (meaningful, motivating).

e Achievable (agreed, attainable).

e Relevant (reasonable, realistic and resourced, results-based).

e Time bound (time-based, time limited, time/cost limited, timely, time-sensitive).

By using the SMART methodology, it will provide you with a mechanism to test the control
and report to the risk owner the effectiveness of the control.

Risk treatment recognises that elimination of risk is not always possible or desirable aiming
instead to drive the risk as low as is reasonably practicable or achievable thereby achieving a
balance between the cost of managing the risk and the anticipated benefits. Risk is then
reassessed providing an assessment of the residual risk — the level of risk with controls and
treatments in place.

The below table outlines potential risk treat mechanisms.

¢ ) Accept Make an informed decision and accept the risk and do not
apply further treatments
Likelihood 1 Develop and implement a
risk treatment Plan to
- Reduce > reduce the likelihood
Consequence ®  consequence or both

¢ Develop and implement contingency plan
ol Share ——{ ® Insure for financial Loz
e Share the risk with an appropriate third party

Risk Treatment Options

Make an informed decision and avoid participating with the

|- —— Avoid —— -
activity




5. Monitoring and Review

The risk management process is repetitive and should be the subject of a structured

monitoring and review process. Regular monitoring and review of the risk assessment will:

e determine whether the risk profile has changed and whether new risks have

emerged;

e provide feedback on control efficiency and effectiveness or test the effectives of

current controls;
e track the progress of risk treatment actions;
e identify whether any further treatment is required;
e provide a basis to reassess risk priorities; and

e capture lessons learned from event failures, near misses and success.

The following diagram illustrates the ongoing nature of risk management and how it applies

within CFC. The processes set out in the AS ISO 31000:2018 Risk Management Standard
have been represented in a continuous cycle, as risk management is not a static activity.

Communication and consultation are represented as a fundamental principle applied at all

stages of the risk assessment process. Additionally, the CFC’s reporting and recording
processes have been built into the model to support the requirements of escalation and

reporting of risks and maintenance of our records.
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6. Reporting

Risk register reporting allows the monitoring, reviewing and reporting of risks in alignment

with the strategic plan, operational plans, programs of change and other cascading plans.

As there is no one single risk report that meets the decision-making needs of an

organisation, risk reports are to be tailored by the accountable area to support management

decision making during the planning and review processes.

Risk reports draw information from the risk registers and, depending upon the
requirements, may include:

e ademonstration of the link between objectives and risks;

e priorities, based on the risk rating, accompanied by information on key controls and

treatments needed to modify the risk;

e risks that are getting worse, success of treatment plans and risks that require
additional attention;

e new risks that may still need to be fully considered and understood;

e potential areas that require urgent attention;

e main areas of exposure;

e systemic control analysis;

e untreated risks and risk treatments that are overdue; and

e risk owners.

7. Recording and Maintenance

All risk management documentation is to be recorded, stored and maintained in an
appropriate manner.

Risk registers should be reviewed annually or as determined as part of the business and
strategic planning process.

Programs and Projects are to conduct reviews of existing risks on a regular basis in
accordance with normal program management requirements — set out in the risk
management plan that relates to the program.

Risk owners will have accountability and authority for managing the risk and managing the
owners of any associated risk treatments.

11



ACTIVITIES SUPPORTED BY THIS RISK MANAGEMENT PLAN

Risk management is an overarching principle that, when conducted effectively, supports an
organisation to achieve its objectives and maximise opportunities. Activities supported by
this risk management plan include the following:

Strategic Risk Management Register

High level risks facing the CFC are identified in this Register, together with appropriate
treatments. This allows the Board, Audit Committee, and Senior Management team to focus
on strategic risk management.

Internal Audit

The Internal Audit Program and CFC’s Quality Assurance program have been developed in
part based on the Strategic Risk Register and CFC Risk Registers with a view to testing and
validating the Risk Registers and Plan to ensure that treatments and controls are adequate.

Business Continuity Management

Business continuity management, or the management of disruption related risk, is a risk
treatment. Business continuity management and business continuity planning (BCP)
activities are designed to reduce the consequence(s) of a business interruption event.

Business continuity management involves the following key steps:
e a business impact analysis;
e development of response strategies;
e identification of resource requirements; and
e development of Business Continuity Plans.

The purpose of the BCP is to outline arrangements in place to ensure continuity of the
organisation’s key services after a major, unexpected and disruptive incident that causes
interruptions to the delivery of the organisation’s services. Such interruptions might include
problems associated with accommodation, information and communications technology
and personnel. The BCP analyses and records potential business impacts, recovery priorities
and risk management strategies. It also describes the management structure, staff roles
and responsibilities, and actions that are to be implemented after a major incident. BCPs
will be tested on a regular basis to ensure their effectiveness.

The CFC Senior Management team is responsible for coordinating the development,
monitoring, testing and review of the CFC BCP documentation.

Fraud and Corruption Prevention

A key risk for any organisation is fraud and corruption. CFC has a Fraud and Corruption
Prevention Plan and Policy and an associated Fraud Risk Register.

Integrity risk is an important subset of business risk. Integrity risks are those actions or
omissions that put at risk the resources, assets, security and reputation of the Territory
and/or its agencies. The CFC Fraud and Corruption Prevention Plan and Policy aims to
enhance integrity, reduce the risk of fraud and corruption, as well as assist staff to make

12



decisions in the reporting of fraud, corruption and other criminal offences affecting the
organisations.

The fraud and corruption risk assessment, evaluation and planning processes are ongoing
management responsibilities. Fraud and integrity risks should be identified as part of the
overall risk management processes contained in this policy.

Senior Executive Responsible for Business Integrity Risk (SERBIR)

In accordance with the Public Sector Management Act 1994 and the ACT Integrity Policy the
Chief Executive Officer is required to appoint a Senior Executive to take responsibility for all
integrity issues within each organisation. The Senior Executive Responsible for Business
Integrity Risk (SERBIR) for CFC is the Chief Finance Officer. The SERBIR is a ‘champion’ of
integrity in CFC and promotes awareness and acceptance of the ACTPS Integrity Policy and
the CFC’s Fraud and Corruption Prevention Plan and Policy. The SERBIR is also responsible
for regularly reporting on overall compliance with the relevant policies to the Chief
Executive Officer, Senior Management team and the Audit Committee.

Workplace Health and Safety

The CFC values staff, contractors, customers and the environment in which we operate our
business. As such work, health and safety (WHS) is a priority.

The Work Health and Safety Act 2011 requires employers to provide and maintain a safe
workplace and safe systems of work. Workplace safety awareness and robust risk
management practice aims to ensure that our workplaces are safe thus reducing incidents
of death, injury and disease.

CFC has proactive risk assessment and workplace health and safety policies, strategies and
procedures in place to actively promote workplace health and safety and minimise accidents
and injuries.

This risk management plan provides the processes for risk management that applies in the
context of work, health and safety. Risks relating to work, health and safety and the
protection of people should be considered when undertaking risk assessments. A risk
register that outlines how we have identified risks relating to work, health and safety, the
current controls in place, analysis of the risk, evaluation and prioritisation for treatment,
monitor and review of the risks and implementation of identified risk treatments should be
maintained to meet CFC’s obligations.

Training and Support

This Plan, in conjunction with the CFC Risk Management Framework and Policy, are
intended to assist staff and managers understand their roles and responsibilities in
relation to risk management. To ensure consistent, appropriate application of the risk
framework and policy and to increase risk management maturity across CFC, regular risk
management training is made available to all staff. CFC HR will manage and support

training that includes Fraud Prevention awareness training in addition to risk management

training. Additional risk management training may be accessed by staff through the ACT

Government training calendar and by the ACT Insurance Authority.

13



ATTACHMENT A —PART 1 —ACT GOVERNMENT RISK ASSESSMENT MATRIX

Consequence
Frequency
Almost Occurs on most Expected to happen this time Medium
Certain occurrences of the
activity
= Likely Occurs on some Expected to occur on one of the next Medium Medium
_§ occurrences of the few occasions
'E activity
= Possible Infrequently occurs here | Could occur at some time in the future. Medium Medium
Would not be surprised if it occurred.
Unlikely Has never occurred here | Might occur but unlikely. Would be Medium Medium
surprised if it occurred.
Rare Has never occurred Might occur, but only in exceptional Medium Medium
here, but may have/has | circumstances. Would be very surprised
occurred somewhere if occurred.

Page 14 of 21



Indicative escalation

Within 24 hours

Priority for Attention/Action

Suggested timing for
treatment
Short-term — normally
within one month

Authority for tolerance of risk

CEO

Risk Control Effectiveness

Control Effectiveness

Guide

Adequate

Controls are well designed and operating
effectively in treating the root cause of the
risk. Additional controls exist to appropriately
manage consequences. Controls are largely
preventative, and management believes that
they are effective and reliable at all times.
Nothing further to be done except review and
monitor existing controls.

Within 14 days Medium-term — normally Senior Management team
< within three months
&
Within 1-3 months Normally within one year Managers
5
el
(V]
=
1-3 months in course of normal business Ongoing control as part of All Staff

a management system

Room for
Improvement

Some deficiencies in controls have been
identified however most controls are designed
and implemented effectively in treating some
root causes of the risk. While some
preventative controls exist, controls are largely
reactive. There are opportunities to improve
the design/implementation of some controls
to improve operational effectiveness.

Inadequate

Significant control deficiencies identified.
Either controls do not treat the root cause or
they do not operate effectively. Controls, if
they exist are just reactive. Management has
little confidence of the effectiveness of the
controls due to poor control design and/or
very limited operational effectiveness.
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Catgory of Risk

Business Dperations

Sarvice Dellvery

‘Compllance/fe,

Cultural & Herltage

Financial

information & Rewmrds M

Natwral Environment

People Injurles
(physical & psychologlcal)

Reputation & Im

Emergency [ Dis
(soclal Impact)

Emergency f Dis
(vmmunity £ people imp act)

Contsxtual defint on

lachiewvement of strategic and operatio nal
businass ohjectives

I nsl gnificant
MinOr errons in SyS1ems OF O ocasses fequinn g
jcorrecive action andfor minos delay without
mpact on overall schadule and/or nsgnificant
mpacton business outcomes and strategic
onjectves.

Services {Includ ing those of providers) do not fully
mez2tnzads andfor minas Impact on business
[outcomes and strategc objectives andfor
subsidiany services expen ence minar disruptions.

Consequence of risk in themost normal form
Miodarais
(Oma or more key acou ntabi ity reguiremants not
matand for Inconweniznt but nat dizent welfare
threatening and/or moderate knpact on business
[outcomes and strategic objectives and/for a
number of objectives not met, minor or subskdiany
services impaired.

Significant impact on business and [ or strateagic
objectives and/for strategies not aonslstent with
Governmen t's agenda andfor Tends show service
s degraded and/for key service delivery impaked.

Catesfrophic
Strateghc businessoutomes) processes fal,
con trol Infrastructure fallure, critical business
objectives notmet.

Delivery of fun diens of the
business/branch/ entity d epending on
their classtfication as essentialfontical or
not

Nz loss of an essen tialf
of, or Interruption to, n
up to 3 days.

Loss of an essentialforiical service for less than 4
hours and for lass of. or Interuption to, non
criticalfnon-core serdces for 3- Sdays.

Loss of one or more essentlalfortical serdces for
mare than & hours and up to 3 days, andfor loss of.
ar disruption to, non critical/non-core services for
up to 10 days.

of one o sentlalforitica
than 3days and up to 4 orm
s of part of an essentlal se

mo

raubsaquant wesks.

loss of one cal sem
mare th an 4 weeks that continues for months

andfor loss of an essenval servce thatis high nsk
{iife basad) andfordisrup
B ar subsequent months.

e @

Non compliance with legislation,
regulation, policy or procedure {Including
jconflicts of Interest), and the assoctated
onsequences to oparations

Naon-compliance with policles, procedures &
gu idedines and standard o peratin g procedures
[winich are notlegislated or regulated.

Mumerous instances of non-compliance with work
policy and standard operating procedureswhich
2re notlegsiated orregulated.

Non-com plance with work policy and standard
operatng proced ures which are regulated or
egslatad.

Aestriction of business oparations by regulator due
to non-complance with relevant gusdebnes and f
or shgn icant n on-compllance with polioy and
procadures which threaten business d elivery.

Dperations shut down by regulator for faling to
comply with relevant guidabnes f legislation and
for significant non-compliance with intamal
procedures which could result in fallure to prowvide
businass gutcames and service d elivary.

Damage or advarse QULCOMEs to fams or
places of cultural or heritage walue

[Conasts of. but ks not Bmited to, rep airsble damags
ar no Empact to the haritage place or object
andfar

Unauthorised cond uct to the herftage plae ar
jabject, incly ding Abosiginal places and object. The
conduct has ne ar reparable impac.

[Consists of. but ks not Bmited to, repakrsble damags
to the hamtags places orobject and/for
Unauthorsed conduct that diminishes the hanitage
significance of the place or ohject, ncluding
(abongnal places and objects. The conduct has
minor reparable adverse hartage Mnoact.

(Comsists of, but not Bmited to, reparable or
mrenarsble damage o the heritage place or objed
andfar

Unauthonized conduct that diminishes the haritage
significance of the place or object, ncluding
|aharigin 3l places and objects. The conduct may or
may not have an scceptsble hentage mpact.

[Consists of. but not Bmited to, significant, or
meparable damage, or total boss of the heritage
place or object and for

Unzuth orised conduct, includ ing negligent con duct,
that diminishes the hentage signifimnce of the
place or object, inchuding Abao rigin 2l places and
objects. The conduct has an unaccsn table heritage
D ECt

Consists of, but not limited to, permanantor
meparable damage, or total boss of the heritage
place or objec

andfor

Un suthorised conduct, including reckiess conduct,
that diminish &5 the hentage signfiance of the
place or objec, inchuding Abarkginal places and
objects. The conduct has an unaccentable hentage
mpact.

Financial kpsses from the project or entity
represan=d as aither a percentags of the
projectfentity budget or a dellar amount,
wih ich ever s tha greatar

1% of Projact / Entity Budget or <35K

2 5% of Project / Entity Budgat or <350K

> 5% of Project f Entity Budget or <5500K

> 10% of Froject /

En tity Budget ar <35M

>25%.of Projec / Entity Budget or >55M

\Access to and security of information and
recosds that enable the conduc of
business and provision of sarvices

= which services up to 10% of
of the

& prod uct orsere
tha workf: rimpacts 3 small num
MU nity in 3 minor way

nes

Systam bre =
2550

ad ministr ation systam
ied Information

& product o W
o rimpacts asmall number of the
community in a modarate way

and/
Systam breach to businass administration s
with some iden fifiable Information but non-client
threatening {data accessknown).

& product or service which ser
[worido I pacts & moderate numb e
[commun n & maoderate way and/
Systam breach to business administration system
with someid entifiable information but non-client
threatening |{data access unknown).

ces graater than
asmallto
munity In a majer

[way andfor

Systams b busin ess administration system
with idantifiab assified information storad but
non-chant weifare threatening.

& product or sarvice which services 100% of the
'workfore or impacts a moderate or substantial
of the community In a major way and S
total boss of confidence in data) rd Integrity

ch to Government or busines.
gy stams with ciant and

thraatenad.

rlbusiness wafara

Adwerse cutcomes for the natural
environment

Enwirgnmental hamm to an ecosystam and speces
5 Wmited to a locabsed area with rapid recowvarny
lwithout effort.

Minimizl envirgnmeantal hamm to an ecosystem and
zpeces recogn isad atthe local or regionzl leve
andfar

Localised but min or mstances of environmental
harmn that can bereversed with min imal efforts.

Moderate environmentsl harm to an ecosystem
2nd species recognized 3t the stats lawe

andfar

Semi-permanent bass of environmental value and
nsk of continuing environmental hamm.

Mzjor enviranmental harm to 3n ecosystem and
50 ecies recognized atthe navonal level andfor
LoEs OF FMpEMTNENt 10 3N SCOSYSTEM of species
recognised 3t thestate or reglonal leve

and for

Difficulty recovering from environmen t damags
2nd stemming ongoing environmental hamm.

Sewere Damage and/for significant boss and/ or
ke ment

andfor

Permanant destrudtion of an em system or spackes
recognised at thebozl, regional, state or nationa
B0

andfor

Permianant and wed espread boss of environmen 2l
walue and progressive recoverable environ mental
harm.

Direct physical and psychaologicalinjuries
to people |staff, contractors, customars)
arising from th e risk oocumring.

The Impact to people arksing from
Natural Disaster related events ks cowered
under the Emergancy [ Disastar

Man agamen t categories

Mo Injury of treatment required.

Injury wh bch:

sragquires trestment (not hospitaksaton );

andfar

*hmip acts capacity o work for a penod of one week
o fess:

andfar

multiple people sustain njuryies not requiring
treztment.

injury whidh:

sraquires hospitalsaton; and,for

sMmpacts on capacity o work for 3 perod of
srezter than ane wesk;

andfar

mu fiple people sustam Injury fles which:
sraguine rastment

simpac their capacity to work for 2 period of ane

weskar legs

[sangle in pury which:

»i5 |fe-threatening {including loss of Bmbs); and for
sragufts In permansant disabilty: and for

sresults In permanent {parval or total] mpacton
= pacry to wark;

and for

multiple peo ple sustam injuryies which:

srequire hospitabsaton

sImpact thelr capacity t work for greater than ane
el

Deatn

andfor

multipbe Injury Ales which result in:

spermanen t MNDact on Capacty to work; and,/or
spernmanan tdisabl by,

(Obsarvable measures of how the risk
may impact the reputation or image of
the ACT Government

Internal raview and/for minor dissatisfaction acrass
2 szl number of demographic groups or
stakehaobders.

Scrutiny required by internal committess or
nternal audit to prevent escalation and/for
moderate disatisfacion across a small number
dema graphic groups or several staksholders.

Local media sorutiny |1waek) andfor sorutin y
required by extemal committeas or ACT Suditor
Gen erals Office. or inguest, etc and/for
dissatisfaction across a few demaographicgroups or
v fiiple stakcholders.

Intense public, political and national madia scruting
{1weak] and/or Minister [ Chief Ministar

nwaby ement an dfor dissatisfaction across a large
range of demographic groups and staksh olders.

adwerse finding from Assembly inquiny or

(Comn isskon of Inguiny or sustained adwerse
nternational media and/or lass of public

oon fiden o2 in Gowvernment or Public Service forcing
changes to the machinery of Government.

Measures of the social impact to the ACT
|arizing from emerngencies jeg bushfire,
Thod, storm damage stc)

The commmunity’s sodal conn ectedness ks disruptad,
such that the repriontisation and /f or reallacation
of existing resources ks required to retum the

\corm mu nity o functio ning effeaively, with no
permanant dispersal.

The community’s social connectedness ks disruptad,
such that community requires some extarna
resources to return the community to functioning
effectiecly, with no parmanent dispersal.

The community’s sockal connectedn ess ks disru pted,
such that comenunity requires significant externa
resources to return the @ mmunity © functioning
effectively, with some permanent dispersal.

The community’s sackal connededness s

s gnificantly disrupted, such that extracrdinary
ectarnal resounces arereguired to retum the
oo mmunity o functioning effectreely, with

= gnificant permanant dispersal

The commun ity's sockal connededness s
meparably disrupted. such that the community
ceases to fun dbon effectreely, breaks down and
dispersss in T3 entireny.

[Dutcomes on the community or people
jof the ACT arsing from emargencies |ag
bushfire, flood , stoom damage etc).

Minorinjunies to 100r bess people.

Less than 4 serous injuries, or maore than 10 minor
mjuries directly from th e emeargency.

Less than 4 deaths or orical injuries with long-term
or permanant Incapacitation, directly from the

emerngancy. or mare than 4 serious Injurias.

4 — 40 deaths or orical mjurkes with long-term or
permanaent incapadtathon , directly from the

=mengency. or mare than 40serious njuries.

Mare than dd0deaths or criical injuries with long-
term or penman ent Incpacitation, directly from
theemergancy.
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Climate Change

Essential Services

Emergency / Disaster Management

Protective Security

The consequences of a changing climate are inherent to many of the consequence categories listed and may be considered as part
of a risk assessment. For example, frequent heatwaves may risk damage to physical assets, which may create financial risks,
inability to deliver core services, negatively impact the government's reputation and reduce general business activity etc.

Definition of an essential service:
Essential services may take two forms — those which are public facing and those which are internal and necessary for the ongoing
business of government, such as support to Ministers, making payments to providers and suppliers, and supporting the workforce.

Government have determined 4 tiers of service .

Tier 1 services are identified as essential and critical services. They are critical to public safety and order; enabling support services
workings for frontline essential services:

*Brontline health care

eHealth protection services

efeachers

eEmergency services workers including police, fire fighters, ambulance and SES

efechnological support for essential services (ICT, information and data management

e®@Vaste collection

e@apital Linen (contracted to ACT health)

eBorrections (including Community Corrections, youth Justice, Child protection workers)

eBublic safety workers essential to the justice system including Courts and Tribunal, legal aid, DPP, certain registry personnel, FMC
and Sheriffs

eBAccess Canberra

e®ictims support and Public Advocate

eBEmergency maintenance

eBegal, policy and drafting services

Criteria based on NERAG criteria and contextualised to represent losses from an emergency eg bushfire or flood.

The consequences of threats, risks and vulnerabilities that affect the protection of people, information and assets are inherent to
many of the consequence categories listed and may be considered as part of a risk assessment.
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ATTACHMENT B — GUIDELINES FOR DEVELOPING A RISK
MANAGEMENT PLAN FOR A PROGRAM OR PROJECT

Projects and Programs undertaken by the CFC are required to establish a Risk Management Plan
(RMP) and Risk Register at the inception of each program or project.

There is no standard or generally accepted format for an RMP. The way in which the RMP is
developed will depend largely on the size, scope and complexity of the program or project that it
relates to. Smaller projects may include the RMP as part of the overall project plan with a
separate risk register. Alternatively, larger and more complex work programs will ordinarily
require a separate standalone RMP.

Components of a Risk Management Plan (RMP)

An RMP should seek to minimise exposure to significant risks through the identification,
assessment and management of individual risks, as well as to enhance the ability to capitalise on
opportunities through minimising risks and improving overall performance indicators of the
Program or Project.

A good RMP should clearly incorporate the following components and subsequent elements into
its overall structure:

1. Introduction
a) RMP Purpose

o To manage the actions of identifying, assessing and treating risks to the program /
project objectives and the resulting deliverables.

o To create, maintain and report upon the risk register.

b) Identify the intended audience

2. Objectives and scope of the risk management plan

a) General —risk is to be managed:

o Inaccordance with the AS ISO 31000:2018 Risk Management Principles and
Guidelines

o The CFC Risk Management Framework and Policy

b) Risk Management objectives

o Broadly to identify and appropriately treat and manage risks affecting program /
project objectives. (This is the context for the risk assessment)

c) The risk criteria

o The criteria to be used in the risk assessment —the ACT Government risk
management matrix tailored to the constraints of the program and/or project.
Refer to Attachment B — Appendix one below for a template.

3. The risk management organisation and reporting structures
a) Roles and responsibilities

o Identify all roles that have responsibilities that include risk management and outline
those responsibilities
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b) Resources

o Identify and outline the resources available for risk management, budget and
control.

c) Structure
o Including relationships with stakeholders outside the program / project boundary

4. Risk assessment

a) Communication and consultation

b) Risk identification

c) Risk analysis

d) Risk evaluation

e) Risk treatment
5. Risk management monitoring and review

a) Arrangements for risk monitoring including the authority for acceptance and continued
tolerance of risks

b) Risk Reviews

o Frequency and arrangements for periodic reviews, reviews relating to milestones
and other reviews.

c) Risk Reporting
o Nature, frequency and recipients of the risk management reports

o Co-ordination with other related projects or programs that will affect the successful
delivery of each.

6. Risk register

a) The risk register is ordinarily a separate document. The risk register is a tool used to
record the results of the risk assessment. The risk register should be a living document
that is reviewed and updated regularly.

b) The most current version of the risk register can be attached to the RMP

Page 19 of 21



Attachment B — Appendix - Part 1 - CFC Program / Project Risk

Consequence
Frequency
Almost Occurs on most occurrences of the | Expected to happen this time
Certain activity
§ Likely Occurs on some occurrences of the | Expected to occur on one of the next few occasions Medium Medium
% activity
= | Possible Infrequently occurs here Could occur at some time in the future. Would not Low Medium Medium
be surprised if it occurred.
Unlikely Has never occurred here Might occur but unlikely. Would be surprised if it Low Medium Medium
occurred.
Rare Has never occurred here, but may Might occur, but only in exceptional circumstances. Low Medium
have/has occurred somewhere Would be very surprised if occurred.
Suggested Timing of Treatment Authority for the continued tolerance of risk
Program Project Authority for the tolerance of risk
Short term — normally within one month CEO
Detailed action plan required
< Medium term — normally within three Senior Management team
':%:o months
£ Normally within 1 year Managers
%
§ Specify management responsibility
Ongoing control as part of a management Staff
system. Manage by routine procedures
Control Guide
Effectiveness
Adequate Controls are well designed and operating effectively in treating the root cause of the risk. Additional controls exist to appropriately manage consequences. Controls are largely preventative,
and management believes that they are effective and reliable at all times. Nothing further to be done except review and monitor existing controls.
Room for Some deficiencies in controls have been identified however most controls are designed and implemented effectively in treating some root causes of the risk. While some preventative
Improvement | controls exist, controls are largely reactive. There are opportunities to improve the design/implementation of some controls to improve operational effectiveness.
Inadequate Significant control deficiencies identified. Either controls do not treat the root cause or they do not operate effectively. Controls, if they exist are just reactive. Management has little
confidence of the effectiveness of the controls due to poor control design and/or very limited operational effectiveness.




Cagony of Risk Contextual definton

achievement of strategic and operational

Business Dperatlons
e Business objectives

Insl gnificant
Min Or @7arE I SYS1EME OF 07 DCSSE8E rRqUInn g
corrective action andfor minor delay without
mpacton averall schadule andfor Insgnificant
TDACton BusinSss QUNOmEs and stratagic
ob)ertves.

Services (inchud ing those of providers) do not fully
mestneads and/or mnor impact on business
outcomes and strategic objectives andfor
subsidiary services axperence minor disruptions.

Consequence of risk in the most nomal form
Mot i
Ona or more key acou ntability requiremants not
metand for moonvenient but not dient welfara
threatening and/or maderate Impact on business
outoomes and strateghc abjectives and/fora
number of b actves nat met, minor o subsidiary
services impaired.

Major
Sgnifiant bnpact on business and [ or strategc
ahjacives and/or strategles not cnsstent with
[Governmen t's agenda and/or rends show service
s degraded and/for key service delivery impaired.

Catss frophic
Stratsgic busmessoutmmes, processes fail
con trod in frastructure falure, crivcal busness
objedives nat met.

Delivery of fun dions of the
business/branch/ entity d epending on
thair classification as assentialfcritical or
not

Service Dellvery

No of an essen tialfcritical service and
of, or Intzrruption to, non critkal/non-o
up to 3 days.

Loss of an essentalforitical service for less than 4
hours and for bass of, or Interruption to, non
cticalfnon-care sendees for 3- Sdays.

Loss of one or more essentialfoitical serdces for
more than 4 hours and up to 3 days, and/for loss of,
or d lsruptian to, non oritical/non-core sarvices for
up to 10 days.

Loss of one or
more than 3days and up to 4 ormore waeks,
of part of an essential service thatis
for dsruption to non-
riubsaquent wesks.

Loss of onaor more essentalfcritical servic
marathan 4 weeks that continues for months
=ndfor loss of an essantial sarvice that iz high risk
{¥fa based) and/ordisruption © non-Critical

e rvices o

ar subsagquant months.

Non compliance with kegislation,
regulation, policy or procedura {includ ing
onflicts of interest], and the associated
i nsaquences to operations.

Non-compliance with polickes, pro cedures &
guldeiines and standard operatin g proceduras
which are notlegislated or regulated.

Numergus Instances of non-oompllance with work
policy and standard operating proceduraswhich
2re motlegsiated orregulated.

Hon-compliance with work poligy and standard
operating proced ures which are ragulated or
agsiated.

Restriction of business operations by regulator due
[t nan-compliance with relevant guidebnes and [/
ar sign ficant n on-compl lance with paligy and
arocadures which thraaten business delvary.

(Operations shut down by regulator for faling to
comply with relevant guidebnes [ legislation and
for significant non-compliance with intemal
proceduras which could result in falure to provide
business outcomes and service d elivery.

Damage or adverse outcomes to fems or

T places of cultural or haritage value

(Con gsts of, but s not Bnited to, repairsble damags
(or no npact to the heritage place or object
and/or

Unauthorised cond uct to the heritage place or
objact, inchuding Aboriginal places and object. The
conduct has no er repairable mpac.

(Consists of, butls not Bmited 1o, repakable damage
1o the hertage places or object and/for
Unauthorised conduct that diminishes the hertage
significance of the placear abject, mcluding
(abonging places and abjects. The conduct has
mingr repairable adverse hertage impact.

Consists of, but not bmitad to, rapaiabls or
mreparshle damage to the heritage place or ohjea
and/or

Unauthonsed conduct that diminishas the haritage
significance of the place or object. Including
abongn 3l places and objects. The conduct may or
may not hawe an accepiable hertage bnpact.

[Consists of, butnat Bmited ta, significant, or
mreparable damage. or total loss of the heritage
olace or objectand for

Unzuthansed conduct, inchuding neghgent con duct,
that diminishes the heritage signifiance of the
place or object, including abarign al places and
abjeds. The cnducthas an unaccen table hertage
mgract.

(Consists of, but not limited to, permanant or
meparable damage. or total loss of the hertage
place ar objed

and for

Un authorisad conduct, inchuding reckdess conduct,
that diminish s the hertage significance of the
place ar abjed, Including ahoriginal places and
objects. Thecondud has an unacceptable hertage
mpact.

Fnancial losses from fieproject or antity
represen B4 a3 either a percentaga of the
project/entity budget or a dollar amount,
[wh ich ever Is the greater

Financlal

1% of Project f Entity Budget or <35K

2.5% of Project / Entity Budget or <350K

> 35 of Project / Entity Budget or <3500K

> 10% of Projact / En tity Budget or <35M

>25% of Project J Entity Budget or >35M

tcress 1o and securnity of information and
racords that enabla the conduda of
business and provision of sarvices

information & Records Ma

& prod uct or service which sarvices up to 10% of

the workf rimpacts a small number of the
comimu nity In a minor way
and/for

System breach to business ad ministraton
with no personal or classified Information stored.

& product or sen 5. 10 - 30% of the
workforce or impacts asmall number of the
community In @ moderate way

System hreach 1o business administration 3
with some iden 8fizble Information but non-c]
threatening {data known).

A product or service which servicas 30-70% of the
o rimpads a moderate number of the
community In @ moderate way andfor
tem b to businas adminktration system
with some i entifi able information but non-chient
threatening {data access unknown).

=

8 product or service which sarvices grastar fian
70% of the work or Impacts asmallto

mid erate number of the community In a major
way and
[Systams braach 1 5 es3 administration s
with Mentifiable fclassified information stored but
non-clientwelfare threatening.

& product or service which services 100% of tha
r impacts a moderate or substantial
way and for
rd Integrity

to Governmentor business aritical

lant andfor business welfare

5y stemis with
threatenad.

[pedwarse outcomes for the natural

Natural Envir onment
anvironment

Enwironmantal harm 1o an acesystem and spaces
= Writed to @ locabsed ares with rapid recavery
without effort.

Minimal amironmantal ham to an ecosystem and
speces recogn ed At the locsl or regianal leve
and/ar

Localksed but minor instances of environmenta
harm thatcan bereversed with min imal efforts.

Maderate enyirgnmantal harm to an scoasystam
and species recogniied atthe siste leve

and/for

Semi-permanent kass of environmental value and
nsk of continuing environmantal hamm.

Mzjar environmantal hanm to 30 acosystem and
snecies recognised 21 the natonal level andfor
Lo ss or bnpakment to an ecosystem or species

recognised at the state ar reglonal leve

[and for

Difficulty recovering from environment damage
[and stemming ongo ing environmental hamm.

[Sowere Damage andfor significant boss and/ or
mpakrmant

and for

Permanent destrudtion of 2n e aystem or spedies
recognisad at thelo@l, regional, state ornational
e

and for

Parmansnt and wid espread boss of environmen tal
valuz and progressive recoverable anvironmental
harm.

DMirect physical and psychological Injuries
to pople {staff, contractors, customenrs)
arising from e risk ooccuming.
Paople Injurles

& e The impact to people arksing from
Nztursl D aster ralatad events i coverad
undar the Emergency [ Disaster
Man agement ctagories

Na Injury ar treatmant required.

Injury which:

sraquires raatment {nothosptakssron )

and/ar

slmp 30ts capadity to work fora periad of ane week
o lass:

2ndfar

multiphs people sustain injury/fies not requinng
treatment.

Injury which:

sraquires hosptalksaman: and/or

skmgacts an capachty to work for 2 period of
graater than one wesk;

and/for

mu iple peopls sustain Injury fies which:

srequire treatment

slmpad th eir capacty to work for a period of one
wiazkor less

[Single injury which:

iz [e-threatening (inchuding boss of Bmbs); and for
sresufts In pemmnanent disabity; and for

sresults In permianant (partal or total) mpact on
capacity 1o wark:

and for

multiple people sustain in juryfies which:

sraquire hospitalisaton

simpact their capacity ta work for greater than ans
wask.

Daath

=nd for

melt phe Injury fles which result In:

spermansant IMpact on capacity to wark; andfor
sparmanent diasbibty.

(Dbsarvable measures of how the risk
may impact the reputation or Image of
the ACT Gowernmant

Reputation & Imag

Intzrnazl review and/or minor dissatisfzction across
2 small number of demagraphic groups or
stakehaolders.

Scrutiny required by internal eommittees or
ntemnal audit to prevent escalation and/for
moderate dissatisfaction across a small number
demio graphic groups or several stakeholders.

Local media soruting |1week] and/for scrutiny
requirad by extemnal committess or ACT Sudmor
\General's Office, or nquest, etc andfor
dizzztisfaction acrass @ few demographic groups or
rru tiple stakcholders.

Intense publc, political and natienal media scruting
{1 weak] and/for Ministar § Chief Mmnister
nvolvernent and/for dissatisfaction acrass a lange
rangz of demo graphic groups and stakeh oldars.

adwerse finding fram Assembly in quiry or
[Commission of Inguiry or sustained adverse
nternational media and/or loss of public

con fiden ce In Governmeant or Public Service forang
changes 1o the machinery of Government.

Measures of the social impact to the ACT
ar sing from emergeancies jeg bushfire,
flood. storm damage etc)

Emergency f Dlsaster Man agement
[socialimpact)

The community’s sodal connectedness i disruptad,
such that the reprionsation and / or reallocation
of existing resgurces is required to retum the
comnmu nity to functioning effecively, with no
permanant disparsal.

The mmmunity’s social connectedness s dsruptad,
such that community raquires some axtarnal
resgurees to return the community o functioning
ffectivaly, with na permmanent dispersal.

The community’s secial connectedn ess ks disruped,
such that mmunity requines significant axtema
resgurces a return the ammunity © functioning
affzctively, with some permansnt dispersal,

Tha commu nity’s social connacednass i

= gnificantly disruptad, such that extraordinary
external resgurces are required to retum the
lammunity to functioning effectively, with
significant permanant dispersal.

The commun ity's soctal connedednass ks
rreparably disnupted, such that the community
c2ases to funaian effectively, breaks down and
dizperses In (13 entraty.

[Outcomes on the community or people
of the ACT ansing from emergencies |eg
bushfire, flood, stonm damage atc).

y f Msaster Man agement

Min or Injuries to 10or bkess people.

Less than 4 serious injuries, or more than 10 minor
njuries directly fram the emeargancy.

Less than & deaths or ontics njuries with long-termn
or permanant Incapacitation, directly from the
emerngancy, or more than 4 serlous njuries.

4~ 40 deaths or critical njuries with long-term or
parmansnt MCapadtation, diractly from the

ernargancy, or more than 40sanaus njurias.

More than 40deaths or or tical njuries with long-
term or permanent Inc pacitation, directly from
the emargancy.




